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Reversing



Finishing up Rustock.B

Details of rootkit

— Hooks MSR_SYSENTER
o System call entry routine

— Changes the following APIs
ZwOpenK ey
ZWEnumerateK ey
ZwQueryKey

ZWCreateK ey

ZwSaveK ey
ZwDeviceloControlFile
ZwQuerySystemlnformation
ZwlInitializeRegistry

Hides based on process name issuing call (RookitRevealer,
Rkdetector, etc)

— Scans Windows kernel image for sting
« FATAL UNHANDLED HARD ERROR
* Replaces it with rootkit functions

— Creates bypasses for network communication
« Modifies tcpip.sys, wanarp.sys, ndis.sys



Primer on x86

ommand Prompt - debug
Cas

Gz rdebug

I

nE=0800 BX-000@ CH-8000 DX-00BB SP-FFEE BP-0800 =:1-00BB DI-B008
D5=13C3 E5=13C3 &5§5=13C3 (CS5=13C3 IP=Ai8A8 HU UPF EI PL HZ HA FO HC

13C3 0100 BBBA [BR+511.AL DS B8R =CD

| Register Name | Size (in bits) Pu
A (EAM) 16 {32) Main register usad in arithmetic calculations. Also known as accumulatar, as it holds
results of anthmetic operations and function return values.
BY (EBX) 16 (32) The Base Registar. Used to store the base address of the program.
CX (ECX) 16 (32) The Counter register is often used to held 2 value representing the number of times
a process |s to be repeated. Used for loop and string operaktlons.
DX {EDX) 16 (32) .E._n;eneml purpose register. Also used for I/0 operabions. Helps extend EAX to £4-
its.
3I (E3I) 16 (32) Source Index register. Used as an offset address in string and array operations. It
| heolds the address fram where to read data
DI {EDI) 16 {32} Destination Index register. Used as an offset addrass In string and array operations.
It holds the implied write address of all string operations.
BPF (EBF) 16 (32) Base Pointer. It points to the bottom of the current stack frame. It (5 used to
reference local vanahles,
5P (ESP) 16 (32) Stack Pointer, It points to the top of the current stack frame, [t is used to referance
| 3 local variablas,
IF (EID) 16 (32) The instruction pointer holds the address of the next instructicn to be axecuted.
oL 16 Code segment register. Base |ocation of code section | These registers are used to
[.tesxt section). Used for fatching instructions. break up a program inkta
16 [ata segment register, Default focation for variables parts. As it executes, the
[.data section). Used for data accesses. segmant registars are
ES 16 Extra segrment register, Used during string assigned the base values of
operations. | each segment. From here,
16 Stack segment register, Base locaticn of the stack offset values are used to
segment. Used when implicitly using 27 or E2T ar access each command in
when explicitly using =7, EBE. the program.”
EFLAGS 32 This ragistar's blts represent sevaral single-bit Boolean values, such as the sign,
overflow, carry, and zero flags. It is modified after every mathematical cparation.
%ee below for more infermation.



Primer on x86

ELX . . . AX .
.......................... L T
L O36.ED ZF 27 ke 2B £4.3% 32 E1o2D L M¥ LT L |15 14 L 12 1L 19 30 DE|4F 36 T o0d 0 93 A1

e |nstructions

Copies the value 1 into the EDX register:

Assembly Hexadecimal
MOV EDX, 1 BA 01 00 00 00



Primer on x86

e |nstruction rules

— Source operand can be memory, register or
constant

— Destination can be memory or non-segment
register

— Only one of source and destination can be
memory

— Source and destination must be same size
e Flags set on each instruction

— EFLAGS
— Conditiona branches handled via EFLAGS



00000018:
0000001F:
00000026:
00000029:
0000002C:
0000002E:
00000031:
&&

00000034:
00000036:
00000039:

c7
c7
8B
3B
TE
8B
89

EB
8B
89

45
45
45
45
08
4D
4D

06
55
55

FC 01 00 00 0O
F8 03 00 00 00
FC
F8

FC
F4

F8
F4

C, x86 example

dword ptr
dword ptr
eax, dword
eax, dwor d
00000036
ecx, dwor d
dword ptr

0000003C
edx, dword
dword ptr

[ebp-4],1
[ ebp-8],3
ptr [ebp-4]
ptr [ebp-8]

ptr [ebp-4]
[ ebp-0Ch], ecx

ptr [ebp-8]
[ ebp- 0Ch], edx

store a 1

store b 3

nmove a i nto EAX register

conpare a with b (subtraction)

if (a<=b) junp to line 00000036
el se move 1 into ECX register &&
nmove ECX into ¢ (12 bytes down)

uncondi tional junmp to 0000003C
nove 3 into EDX register &&
nove EDX into ¢ (12 bytes down)



Run-time data structures

Segment Name | Segment Description

.text This segment contains the executable instructions and is shared among every
process running the same binary. This segment usually has READ and EXECUTE
permissions anly. This section is the one most affected by optimization.

«data Contains the initialized global and static variables and their values. It is usually the
largest part of the executable, It usually has READ/WRITE permissions.

«rdata Sometimes known as .rcdata (read-only data) segment. This contains constants
and string literals.

-bas BSS stands for "Block Started by Symbeol.” It holds un-initialized global and static

variables. Since the BSS only heolds variables that don't have any values yet, it
doesn't actually nead to store the image of these variables. The size that BSS will
require at runtime is recorded in the object file, but the BSS [unlike the data
segment) doesn’t take up any actual space in the object file.

.reloc Stares the information required for relocating the image while loading.

Heap The heap area is for dynamically allocated memory (mallca(), realloci),
calloc ()} and is accessed through a pointer. Everything on a heap is anonymous,
thus yvou can only access parts of it through a pointer. Amalloc{) requast may be

rounded up in size to some convenient power of two. Freed memory goes back to
the heap, but there is no sasy way to give up that memory back to the OS5, The
heap usually grows up toward the stack.

The end of the heap is marked by a pointer known as the "break." You cannot
reference past the break. You can, however, move the break pointer {via brk
and =brk system calls) to a new position to increase the amount of heap memaory
available. This is usually done automatically for you by the system if you use
mallac often enough.”

Stack The stack holds local {automatic) variables, temporary information, function
parameters, and the like. It acts like a LIFO (Last In First Out) object as it grows
downward toward the heap,

When a function is called, a stack frame (or a procedure activation record) is created
and ruszed onto the top of the stack. This stack frame contains information such as
the address from which the function was called (and where to jump back to when
the function is finished (return address)), parameters, local variables, and any other
information needed by the invoked function. The order of the information varies by
system and compiler, but on Solaris it is described in /usr/include fmy=s/frams h.
When a function returns, the stack frame is eceped from the stack. The current
instruction that is running is pointed to by the I2 (Instruction Pointer). The
address of the next instruction is held in the EC (Frogram Counter),




Getting contents of executables

ommand Prompt

C:~Documents and Setti wents“Work“LucentslUizual Studio Projectzzimple“DebugXdumphin simple.exems
Microzoft (R> COFF Binary File Dumper Uersion 6.00_8447
Copyright <{C» Microsoft Corp 1992-1998. All rights reserved.

Dump of file simple.exe
File Type: EXECUTABLE IMAGE

Summary

6000 _data
1888 .idata
20808 _rdata
1880 _reloc
22000 .text

C:sDocuments and Sett ents~Work«Lucent~lUizual Studio Projects>szim

g SecureCRT - 10| =l
Eile Edit Wiew OQptions Transfer acript  Window Help

ADUP | =2eQ B8 &%/ 2|6

simple :
I Filen
zimpl

Ready lssh2: AES-12¢[ 4, 28 | 7Rows, 53Cols  [WT100 4




Function calls and stacks

e See CS 200 lecture on procedures

— Return | P and function parameters pushed onto
stack

— call instruction invokes function
— Local variables stored on stack

— Old stack frame pointer stored on stack so that
It may be later restored when function returns



Tools round-up

* A Survey of Reverse Engineering Tools for the
32-bit Microsoft Windows Environment”
by R. Canzanese Jr., Matthew Oyer, S.
ancoridis, M. Kam.

— From

hﬁttp:lllwww.cs.drexel .edu/~spiros/'teaching/ CS675/index
htm

 Tools
— Hex editors
— DisassemblergDebuggers
— Decompilers
— Code obfuscators
— Unpackers
— PE editors
— Memory dumpers




|

Code Has Been
Obfuscated

\/

Executable

Code has not been
obfuscated

Cammon
Commercial
Obfuscation

Custom
Obfuscation

Disassembler/
Debugger

Unpacker
Memaory
Dumper

A"

Code was compiled
from Delphi or Visual
Basic source code

Code was compiled
from Java source code

v ,

Specifically Targeted

Disassembler/
Debugger

Modified Executable

Madified Executable

Un-obfucated executable

R e L R R |

Decompiler

Java Source Code

W/

Modified Executable




Hex editors

e Basic
— HHD Hex Editor
— UltraEdit

e Advanced
— WinHex (RAM disassembly)
— Tsearch (RAM disassembly)

ex Workshop
ackman Hex Editor
lew (Hackers View)



Disassembl ers/debuggers

e Debuggers
— OllyDbg
— IDA Pro
— SoftICE
— TRW
— Debuggy
— Hackman debugger

e Disassemblers
— W32DASM
— BORG
— Hackman disassembl er
— Phoenix/DSM Studio

« Language-specific disassemblers and debuggers
— DeDe
— VBReFormer



Disassemblers/debuggers

OllyDbg, - calc.exe - [CPU - main thread, module calc] ._ FE
@ File  Wigw Del:uug F‘Iugins Cptions  SWindow  Help =&

) #1  +f LIE[M|T|WH[c|/|K[B|R|...|5| E[H]?]

Ten 7o FUSH 70 -
62 E@ISABAL | PUSH calc.d18@15E0 Izt FRD
. EEDEF‘BSBBBB CAHLL calc.B10127CE ECx BAATFFES

#“OR EBX, EBX ED% FCY8EEZ4 ntdll.KiFastSustenmCal lRet

« |E3

BiBiz453| . 53 FUSH EER PModule =% HULL g s ke,
A1G12454| . SB30 2@198061) MOU EOL,DWORD PTR DS: [<&KERNEL3Z.GetMod [kernelSE.EetHDduleHandleH SRR
AiG12450| . FFD? CALL ECT SetModu LeHand LeR SR,
B1B1249]| oo Jpo- 4USA BHORT oo loobio1adBs T ESI FFFRFEFF
e CalC.
BiB12493| . 6B48 3C ECH, DWORD PTR DS: LEAX+3C] Sl R L T
B1E124965 . B2CE ful EC:, ER% EIF 81812475 calc.<ModuleEntruPoint >
Bi012495| . S159 CH4CHDER OWORD FTR DS:[ECHI, 4558
BiB1Z49E| wvvb 12 JMZ SHORT calc.BiB124E2 Coll Bo Haas Senit MIEEPPERRE)

CS B81E 32bit BIFFFFFFFF]
S5 B822 I2bit BIEFFFFFFF]
05 @822 22bit BLFFFFFFFE]
FS BB3B 22bit FFFODEBEEAIFFF)

B18124A8| . BFEF4l 18 HOUZx ERH,WORD PTR DS:[ECH+12] =5
Giglz4n4| . 30 OBE1DEEE | CHP_EAZ, 16E 9

A18124A3 .~74 IF JE SHORT calc.@18124CA E g

@i8124AE| . S0 DBO2PE8E | CHP_EAX, 208 S R

Gloioicz| 3'G9s0 4 |FOu DWORD PTA" S8 [EBRo1cy, EBN Do

TR ot SRS e 0 & LastErr ERROR_ALREADY_EXISTS (@aoad
ploizdsr| > 8383 840B0GOD DWORD FTR DS: LECH+841, BE EFL @8E88246 (NO,ME,E, BE,NS,PE, GE, LE)

LSO x EHEHEH§51°-91912452 STO empty -UNMORM D102 G1850104 DOEEA0EE
Gl0174Cz| . 3393 FS000EEA| CMP DWORD PTR OS:[ECK+FS1,EEX Ers Dhend Big

A18174C5| .~EB BE JHP SHORT calc.BlB12403 215t ale

GiB124CA| > 9379 74 BE DWORD PTR DS:LECH+741,BE STa omote B

e E

Bla1Z402| . 5999 ESPEROGE DWORD FTR DS:CECH+ES], EEX = P R R R R
81812403 > BFI5CH SETHE AL R EEpuDz
A1B1240B| . 5945 E4 HOY OWORD FTR 55: [EEP-1C1,EAX FST 4828 Cond 1 B B8 Ece 08 180 6
e S e e e S e A M|FCu 627F Prec MEAR,53 Mask 1111
Addrezz | Hes dump AsCII A FCEIaD4F | RETURH to kerne 32, FCE1oD4F A
BIO14600] 63 G0 G5 G5 61 GO OO O0) 20 OO0 05 G0| G0 B0 B0 O0| 000 eee coe. — SSSFEEEE EEE}EEEE ntdll. FCA1EYSS —
B1P14010(BF PR OO OB 48 BE GF BB 53 B8 &2 BB| &% BA 42 68)....0...5.c. 0.0, Bpar | ERREERTE

B1814026| 61 B0 SC GE| 65 B0 OO B 00 BE B0 00| 2E BB D8 B3| 3n leCew.saneses a e Rt A

A1B14050| 66 B0 0O 68| B8 B G8 B 2C 55 B0 00| B8 BB BB B8| ... ee. ... S iEdh B i

A1E14046| B B9 0F GG 5P BR G8 B9 01 AR B5 00| AE B8 ST G4 S . ARt B A

BiA14EEE| 52 BB S5 1) 5C B2 SO B2| @7 B3 59 B2|GE B2 50 62| %. UE\E]E ) R e ] SR ——

AiA14@cE( EB B2 SF B4|B@ @@ @@ B3 FF FF FF FF| FF FF FF FF| [#_s. RAGCFFE4| Trmmaers SE hD a1 LA

A1@1487E| FF FF FF FF|FF FF FF FF|FF FF FF FF| BB B8 B8 G@ e RRGCFFES| FrEiencalk aT32E§c815D58

FiA14A26| 08 B8 B8 @856 98 B8 @3 EC 1S5 86 61 68 B8 68 68)........ (750 o e RRGCFFEC| BERERRER SLIE

A1P14996( 2E 4B OO OB BR GO OF PGB G0 FF DB[58 B8 00 08| . K........ PPas cEre RS i

G16140A6| FF B0 00 G5 51 B9 G5 85| FF B8 90 00|52 B8 08 68 ...fve. oe.Feo DraGrEral AIgeasas

A1B140EG| FF B0 08 68| 55 B0 G5 85|00 B8 FF 00|54 B8 B8 68| ...5...e. «Teas S B =
A101480H| B8 B8 FF 68|55 66 668 05 FF 660 00 68|56 B8 68 88].. .Uie. .oo.U.o.. B crocrrre| ecacachel o oW LEENEESEALN B
A1A14006| FF AR 08 A8 57 AR 66 #6FF 56 PR G055 68 B8 66| .. .b.. ...%... £

Analyzing cale: 158 hewriztical procedures, 273 callz ta known, 167 calls to quessed functions | | Fauzed



Decompilers

e C
— REC
— DCC
— DisC (Borland TurboC)

e Java

—JAD

— JODE

— DAVA




Code obfuscators

e Source code

— Semantic Designs

— PreEmptive Solutions
e Binary code

— Y 0da's Cryptor

— NFO

— ASProtect

— Armadillo



Unpackers

e Universal
— GUW (Generic Unpacker for Windows)
— ProcDump
— PalD
» Packer-specific unpackers
— unNFO
— UpX
— Some packers are highly configurable
(ASProtect) and do not have unpackers

— Must do memory dump after unpacking at run-
time



PE editors

 PE headersand IATs must be repaired after

dumping since relative addresses trand ated
at load time

— PEditor
— Procdump
— LordPE
— PEDump
 Restoring IAT
— OllyDump
— REVirgin
— ImpRec
e Listing iImports
— APISpy




Other useful tools

BinText/Strings
— extract strings from executable

Process Explorer
— Tellswhat processes are currently running.

FleMon
— Monitors files for operations.

RegMon

— Monitors registry for operations.

RegShot

— Takes a snapshot of the registry and associated files.



Other useful tools

s e L TRt e e SRS i g S R i L Tt S e ¥ 1 1B

— e

e «LBET <9 | #4H

# Timne Process Regquest Fath Fesult | Other

23679 47 42653656 ewplor... Clozekey HELMMSYSTEMACumentControlSettSe... SUCCE. .

23680 47 42657352 explor... Openkey HELMASYSTEMMCurentControlSethSe... SUCCE... Access: ...
23631 47 42688997 explor... Ouentfalue  HELMASYSTEMMACurentControlSethSe.. SUCCE... Ox0

23682 47 42660904 explor... Quentfalue  HELMASYSTEMMACurentContralSethSe... SUCCE... "255.256.2..
23683 47 42662048 explor... Quentfalue  HELMASYSTEMACurentContralSethSe.. SUCCE... "255.285.2..
23634 47 42663574 anplor... Clozekey HELMYS S TEMMCurentControlSethSe... SUCCE. .

23685 47 42667359 explor... Openkey HELMASYSTEMMCurentContralSethSe... SUCCE... Access: ...
23686 47 42668533 enplor... Quentalue  HELMASYSTEMMCurentControlSethSe... SUCCE... Ox0

23687 47 42670059 explor... Quentfalue  HELMASYSTEMACurrentContralSethSe.. SUCCE... "255.255.2..
23688 47 42671204 explor... Cluenddalue  HELMASYSTEMMACunentControlSethSe.. SUCCE.. "285.255.2. .
23689 47 42672729 explor... Clozekey HELMYSYSTEMMCurentControlSethSe... SUCCE. .

& File Monitor - Sysinternals: www.sysinternals.com

File Edit Options Yolumes Help

Bz LKBE ©| 7 #

# Time Process Request Fath ~
34 BAR:00PM _:IJ gvchost exe: 196 OFEM C:hDocuments and Settingshall U
85 BAE00PM A javaw.exe:2044 READ G: v ediablncomingideohF amily ©
A6 56500 PM E javawexe: 2044 READ ;W ediablncoming Y ideohF amily ©
a7 B:BR00 P E javaw.exe:2044 READ 5:\MediatlncomingsideoF amily {
AEE 56500 PM 1 javaw.exe: 2044 AUERY IMFORMATIOMN  G:\Mediasncaming®yideohF amily [
539 5:GR:00PM < mzsnmagr. exe: 394 QAUERY INFORMATION  C:AWINDDWSepstern 32 advapid
590 55500 PM i msnmagrese 384 WHRITE C:ADocuments and Settingshbdark®,
591 BEROT PM i mzhmagr. exe: 394 AUERY INFORMATION  CAWINDOWS epster 32 advapid
292 BAE01 PM w0 menmagreRs 384 WHITE C:ADocuments and Settingshb ark®,
93 BAROT PM < mznmegr. exe: 334 QAUERY IMFORMATION  CAWIRNDOWS epstemn 32 advapid
594 BAR:01 PM w mznmagrese: 384 WHRITE C:ADocuments and Settingshbd ark®,
795 5AR01 PM <h mznmagr. exe: 394 AUERY INFORMATION  CAWINDOWS spstern 32 advapid
95 B:BR01 P sl mznmagrexe:; 384 WRITE C:ADocuments and SettingsiMark’ -

4 b




Other useful tools

TCPView

— Displays all TCP and UDP open connections and the
process that opened and is using the port.

TDIMon
— Logs network connectivity, but not packet contents.

Ethereal/Wireshark

— Packet Scanner that captures packets and supports the
viewing of contents/payload

Snort
— IDS/ Packet Sniffer

netcat
— Network swiss army knife



Example #1 srvcp.exe

e http://www.sans.org/resources/malwarefag/
srvep.php

e Use filemon, regmon
— Flag new keys and files being created

ik Registry Monitor - Spginternals: www_spzinternals. com

File Edit Options  Help

B RBET | 97| B

# J Time I Process J Request J Path -
A8 4719233696 zrvopere.. Clozekey HKCUAControl PanelntermationalhSorting Order
59 4720654770 srvcpoese.. Openkey HELMASOFTWARE \MicrozsoftiwindowshCurenty erzsion B un —

GO 47 24518541 zrvopere.. Seffalue  HELMASOFTWARE \Micrazaft\wWindaowsCurrentiersionBunhService Prafiler

B1 47 246566071 srvcpere.. Clozekey HELMASOFTWARE \Wicrozoft\ W indows\CurrentersionsFun

G2 47 247485896 arvopoere.. Openkey  HELMASyatermCurmentControlSethServicesiWinSock 24Parameters _‘_v_|
3

Jl |

ﬁ File Monitor - Spsinternals: www_spzinternals.com

File  Edit Optons Drives Help

H KRBE @ <2 | #o

# * Timne j Frocess 1 Hequest ] Fath Result -
46 61346 Ak Sezterm:d?2  IRF_MJ_SET_INFORMATION C:AWINMT\spstem32confighzoftware. LOG SUCCESS
47 B1346 AM spvocpeese... FSCTL_IS_VOLUME_MOUM... C:ADownload SUCCESS
48 B1946 AM srvcp.exe.. IRP_MJ_CREATE CAANMN T WS pstem32hgus.ini FILE MOT FOL
49 B12:46 AWM zrvepeese... FSCTL_IS_VOLUME_MOUM... C:ADownload SUCCESS
EI:I1 B:19:46 Ak zrvcpoexe... IRFP_kMJ_CREATE CWWARMT RSystemSE'\gus.in]i FILE MOT FOL =

4 .3 ;




Example #1 srvcp.exe

e tcpdump to identify communication to IRC
C&C

Donmai n Nanme Resol uti on Request
03/ 16-06: 19: 46. 414790 172.16.198. 131: 1046 -> 172.16.198. 1: 53
UDP TTL: 128 TOS: 0x0 | D: 4354 | pLen: 20 Dgnien: 57Len: 37
00 01 01 OO0 OO0 01 OO0 OO OO OO OO 00 03 69 72 63 ............. irc
03 6D 63 73 03 6E 65 74 00 00 01 00 01 . nTs. net



. text

Example #1 srvcp.exe

e Encrypted code

— Srvep.exe contains no strings
— Encrypted with XOR-based algorithm

— Some Instructions not encrypted

» Repeated pushes to the stack of a string that 1ooks
random followed by callsto the routine
“sub 4012C6”

Probable Calls to String Decryption Routine

: 0040141D push
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:
.text:

00401422 cal
00401427 push
0040142C cal
00401431 push
00401436 cal
0040143B push
00401440 cal
00401445 push
0040144A cal |

of fset aNnl Pwf ; " nhl*pwf "
sub_4012C6

of fset aAhkl ; "|ahkli"
sub_4012C6

of fset awwgr ; "wwgr"
sub_4012C6

of fset aCdkk ; "|cdkk"
sub_4012C6

of fset aM gece ; "nfqEce"
sub_4012C6



Example #1 srvcp.exe

e Encrypted code

— Emits gus.ini file that also contains encrypted
code that is decrypted at run-time

— Look through code to find calls to fopen()
— Verfy via Softl CE

Opening gus.ini File
.text: 00403662 push offset aR; " r "
.text: 00403667 push [ ebp+arg O]
.text: 0040366A call fopen

403662 PUSH BE4083DE
03667 PUSH DWORD PTR [EBP+881
CALL CRTDLL*fopen

1 b

6D 33 C:sWINNTNSystem3
) 898 B8 dhgus.ini.......




Example #1 srvcp.exe

e Encrypted code

— Look for reads from file
— After read, call code at loc_4036B2

— Probably leads to the decryption routine, let’s
go examine

Readi ng Lines fromgus.ini File
.text: 00403738 push eax
.text: 00403739 push offset asc 4083D1 ; " %4 ~\n]\n "
.text: 0040373E push ebx
.text:0040373F call fscanf
.text: 00403744 add esp, 0Ch
.text: 00403747 cnp eax, OFFFFFFFFh
.text:0040374A jnz | oc_4036B2



Example #1 srvcp.exe

e Encrypted code

— .Ini filesusually have PARAMNAME=value
format parsed with associated sscanf string

— call sub 405366 must be decryption routine

Parsi ng gus.ini Lines
.text:004036B2 | ea eax, [ebp+var_414]
.text:004036B8 push eax
.text:004036B9 push esi
.text: 004036BA call sub_ 405366
.text: 004036BF nov edi, eax
.text:004036C1 | ea eax, [ebp+var_ 9F0]
.text: 004036C7 push eax
.text:004036C8 | ea eax, [ebp+var_ 14]
.text: 004036CB push eax
.text:004036CC push offset asc _4083C5 ; " Y =]=94" "
.text:004036D1 push edi
.text:004036D2 call sscanf



Example #1 srvcp.exe

e Encrypted code
— Verfy viadebugger (SoftlCE)

— Examine memory pointed to by EAX before
and after call (using “d EAX” command)

Eax, [EBP+FFFFFREC]
] Eax
403689 PUSH ES1
836Ba CaALL 2405366
4036BF HOU EDI,EAX i )

DBEAEC 4A 65 78 4F 3£ 31 35 57-75 4B 36 30 48 37 48 67 Jex0215WuK6O0H7Hy
DBEAFC 49 £Z2E 6A 31 31 76 68 31-00 00 00 00 00 00 00 00 1. jilvhi........

EAaX, [EBF+FFFFFBEC]
EAX
i ESI
4036BA CALL P2405366
4036BF MOU EDI,EAX 4 )

136518 4E 49 43 4B 3D 6D 69 6B-6




Example #1 srvcp.exe

e Encrypted code
— Decrypted gus.ini file
— Parameters to srvcp.exe are overwritten here

Decrypted gus.ini File
NI CK=m key
MODE=AGGRESSI VE
SETCOVMMAND=set pr
COMVAND=f uckedup
CHANNEL=m kag soup
SOUPCHANNEL=al phasoup ah
SERVERO=i rc. nts. net : 6666
SERVERl1=ef net.cs. hut.fi: 6666
SERVER2=ef net . denpn. co. uk: 6666
SERVER3=i rc. concentri c. net: 6666
SERVER4=irc.etsntl|l.ca: 6666
SERVERS=i rc. fasti. net: 6666

cut for brevity ...



Example #1 srvcp.exe

e Moreinformation at...
— HTML version
e http://www.sans.org/resources/malwarefag/srvcp.php

— PDF version

o http://www.zeltser.com/reverse-malware-paper/reverse-
malware.pdf

— Disassembled code
o http://www.zeltser.com/sans/gcih-practical/srvcp-asm. pdf




PE file format

e Based on COFF Format

— Magic Numbers, Headers, Tables,
Directories, Sections

e Disassemblers
— Overlay Datawith C Structures
— Load File as OS Loader Would

— ldentify Entry Points (Default &
Exported)

IMAGE_DOS_HEADER

IMAGE_FILE_HEADER

IMAGE_OPTIOMAL_HEADER

Data Directory




Disassembling

Intel x86 Instruction Format

— Excellently Documented

— Extended From 8086 format

— Lotsof Hacks, Rules & Exceptions

Tough Parsing Code (ANSI C Conformant)

— Never want to open that file again (~3K LOC excluding
tables)

— Lotsof hard coded tables
e Standard, FPU, MM X, SSE, SSE2
» Exception Tables
* ModRM & SIB encoding Tables
— Tablesalow fast lookup

Main Function: DisassembleSinglel nstruction()

Prefix Byte(s)

Opcode Byte

{0Optional Second

Opcode Byte}

{0Optional MODR /™ Byte}

{0Optional SIB Byte}

Displacement {0 to 4 Bytes)

Immediate {0 to 4 Bytes)

Mod

| (Bits 6 & 7)

Reg/Opcode
{Bits 3,4, & 5)

R/M
{Bits 0,1, & 2)

MODR /M Bitfield

Scale
{Bits 6 & 7)

Index
{Bits 3,4, & 5)

Base
(Bits 0,1, & 2)

SIE Bitfield




0000
0003
0009
OOOE
0014

0000
0003
0009
O0O0F
0015
001B
0021
0027

Disassembly example

nov ecx, 5 for(int i=0;i<5;i++)
push aHel |l o {

call printf printf(“Hello”);
| oop 00000003h _>}

cnp ecx, 100h | f(x == 256)

j nz 001Bh {

push aYes printf(“Yes”);
call printf }

j mp 0027h + el se

push aNo {

call printf printf(“No”);

}



Disassembly example

int main(int argc, char **argv)

{

WEADATA wsa;

SOCKET s;

struct sockaddr _in nane;
unsi gned char buf[ 256];

/1 Initialize Wnsock
i f (WBASt art up( MAKEWORD( 1, 1), &wsa) )
return 1;

/] Create Socket
s = socket (AF_I NET, SOCK_STREAM 0) ;

i f (1 NVALI D_SOCKET == s)
goto Error_d eanup;

nane.sin_famly = AF_I NET;

name. si n_port = htons(PORT_NUVBER);

nane. si n_addr. S un. S addr =
ht onl (| NADDR_ANY) ;

/1 Bind Socket To Local Port

i f (SOCKET_ERROR == bi ndis (struct
sockaddr*) &ane, SI zeof (nane)))

goto Error_d eanup;

/'l Set Backl og paraneters
i f (SOCKET_ERROR == |isten(s, 1))
goto Error_d eanup;

push ebp

mov ebp, ep

sub esp, 2A8h

lea eax, [ebp+OFFFFFE70h]

push eax

push 101h

call 4012BEh

test eax, eax

jz 401028h

mov eax, 1

jmp 40116Fh

push 0

push 1

push 2

call 4012B8h

mov dword ptr [ebp+OFFFFFEGCH], eax
cmp d\Aégrlghptr [ebp+OFFFFFEBCh], byte

jnz 401047h

jmp 401165h

mov word ptr [ebp+OFFFFFESCh], 2
push 800h

call 4012B2h

mov wordptr [eop+OFFFFFESER], ax
push 0

call 4012ACh

mov dword ptr [ ebp+OFFFFFEGOh], eax
push 10h

lea ecx, [ ebp+OFFFFFESChH]

push ecx

mov edX, [ebp+OFFFFFEGCh]

push edx

call 4012A6h

cmp eax, byte OFFh

jnz 40108Dh

jmp 401165h

push1

mov eax, [ ep+OFFFFFEGChH]

push eax

call 4012A0h

cmp eax, byte OFFh

jnz 4010A5h

jmp 401165h




Disassembly example

/]l Wait for connection from attacker push0
i f (1 NVALI D SOCKET == (g_current = push0

accept (s, NULL, 0))) mov ecx, [ebp+OFFFFFEGCh]
goto Error_d eanup;

/1 Send Wl cone Message!
i f (SOCKET_ERRCR ==

send(g_current, kszWl cone,

strlen(kszWl cone), 0))
goto Error_d eanup;

/'l Recei ve Command

recv(g_current, buf, 255, 0);

/| Execute Comrand
if('v' == buf[0])
D spl ayVersion();
else if('d == buf[0])
Di spl ayD skSpace();
elseif('l" == buf[0])
LaunchCal cul ator () ;

/1 d eanup

cl osesocket(g_current);
WBAC eanup();

return O,

Error _d eanup:
WBAC eanup();
return 1,

push ecx

call 40129Ah

mov [4030C4h], eax
cmp dword ptr [4030C4h], byte OFFh
jnz 4010C8h

jmp 401165h

mov edx, [ebp+OFFFFFEGCH]
push edx

call 401294h

push O

mov eax, [403088h]
push eax

call 4012D0h

add esp, byte 4

push eax

mov ecx, [403088h]
push ecx

mov edx, [4030C4h]
push edx

call 40128Eh

cmp eax, byte OFFh
jnz 4010FFh

jmp 401165h

pushO

push OFFh

lea eax, [ebp+OFFFFFD58h]

push eax

mov ecx, [4030C4h]

push ecx

call 401288h

movzx edX, byte ptr [ebp+OFFFFFD58h]
cmp e, byte 76h

jnz40112Ch

call 401180h

jmp 401150h

movzx eaX, byte ptr [ebp+OFFFFFD58h]
cmp eax, byte 64h

jnz 40113Fh

call 401200h

jmp 401150h

movzx ecx, byte ptr [ebp+OFFFFFD58h]
cmp ecx, byte 6Ch

jnz 401150h

call 401270h

mov edx, [4030C4h]

push edx

call 401294h

call 401282h

XOr eax, eax

jmp 40116Fh

call 401282h

mov eax, 1

mov esp, ep

pop ebp

ret




More code snippets

o Killsanti-virus, zone-alarm, firewall processes

L text-00403212 lea ecx, [ebp-34h]

Ltext i 004083215 call ds: vbaFreeOb]

L text 804083218 moy edi, ds:__vbalarDup

Ltext-00483221 lea ed:, [ebp-54h]

L text-B040322Y4 lea ecx, [ebp-4ih]

L text-B0403227 mou dword ptr [ebp-4Ch], offset aTaskkillImBkav ; "taskkill /im bkauv2@@6 _exe"”

L text i 0040322 moy dwvord pty [ebp-54h], B




More code snippets

* Registry modifications for disabling task manager
and changing browser default page

pnignde 6, <$$?Ewa?ﬁﬁﬁiﬂ;3%5;%iﬁiﬁdQWSgééérﬁﬂiﬁe?ﬁiﬁﬁ%?ﬁ>
unipnds #, Clicisshiustes> .8
uniende 6, {{>.8

i abizableregiste:

uniepde &, {ﬁigaﬂiﬁﬁwgiﬁir§éﬁéié},ﬁ

HKEY _CURRENT_USER\Software\Policies\Microsoft\Internet ExplorenControl Panel,Homepage
HKEY_CURRENT _USER\Software\Microsoft\Windows\CurrentV ersionPolicies\SystemDi sableRegistry Tool s
HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\MainStart Page
HKEY_CURRENT_USER\Software\Y ahoo\pager\View\Y MSGR_buzz content url
HKEY_CURRENT_USER\Software\Y ahoo\pager\View\Y MSGR_ L aunchcast DisableTaskMgr

o vRns e digl
R =it e




text:-004821CE
text:-004821CE
text:-884821CE
text:-884821D5

More code snippets

e New variants

— Download worm update files and register them as
services

— regsvr32 MSINET.OCX

e |nternet Transfer

ActiveX Control

lea edx, [ebp-4Ch]

lea ecx, [ebp-3Ch]

mow dword ptr [ebp-44h], offset aRegswr3ZMsinet ; “"regsur32 MSIMET .OCK"
mou dword ptyr [ebp-4Ch], 8

— Check for updates

e el e SEORDL InLDORUL L
HELEE RrhiLEEETIE] 1 AR
BT OEE L RERRRRALIED D AR
Ve e e s SECRDL IhSRETE DL
HELEE ) RrhiLAEETIED 1T AR

alttphiftshop v:

uniceds $, <Brigsissol FromeEiiR update (TR0, 8



