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/Cloud security

- Inthis course, securitythiacloud" via

IAM (ldentity and Access Management)
Controlling access to resources by developers, operations team, accou

Network security groups
- Won't cover secuntthinyour application
Still must secure the individual applications and systems runr
cloud
See CS 495/59%b Security
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IAM (Identity and Access Management)




e

|dentity (Authentication)

- Validatingserandapplications

For users, done via
What you know
Password, security guestions
What you have

Hardware token (UBEbAuthN
Phone

Who you are
UAF or mobile authentication app with fingerprint $eatsdDor

Where you are
IP address
Geographic location

For applications
(e.g. external web application, internal web application, database)

What you have

API keys, servaecount keys (which must be kept safe!)
Where you are

IP address (VPC)
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Access Management (Authorization)

™~

. Policy to set which users are allowed which actions on whi

Guard
~ -
-3 Action L ==
User I! = i Protected
Subject resource
Principal (Object)
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Types of access management policies

- Discretionary Access Control
Object owner decides

™~

Linux model of owner setting coarse permissions on user, gr

. Mandatory Access Control
System or administrator decides
Mandated in higlcurity environments (e.g. government)

(
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Types of access management policies

RoleBased Access Control (system decides based on use

Role determines set of privileges afforded for access

Examples
IT admin
Software developer
Billing administrator
Thirdparty integrator
Partner users
Endusers
Partner applications

- Apply principlefleast privilege (ideally)
Ensure the minimal level of access that a task or user needs
Must apply regardless of the type of policy
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Access management via IAM

. Based on Rdiased Access control
Action permissions assigned by role
- |AM policy determingisocan do whattiorto whichiesource
- Particular identities or membershops
Google account/group, service account
. Assigned to primitpyedefined rolegith permissions (or given
Individual permissions)
Curatedoles so you do not need to roll your own
Owner ¢reate, destroy, assign access, read, wrije, deploy
Editor (ead, write, deploy
Reader¢adonly)
Billing administratongnage billing
. On specified resources that include
Virtual machines, network, database instances
Cloud storage buckgiss( | é )
BigQuergtores
Projects
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/GCP example

Google Account

Service Account
Google Group

Google Apps Domain

Owner

Viewer

Editor
compute.instanceAdmin

storage.objectAdmin

)

Resource

Cloud Platform
Projects
Compute Engine
App Engine
Cloud Storage
Cloud Logging

https://cloud.google.com/compute/docs/access/iam

https://cloud.google.com/compute/docs/accespiamissions

-
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https://cloud.google.com/compute/docs/access/iam
https://cloud.google.com/compute/docs/access/iam-permissions

MO OO

IAM

~

-

Who?

l

Google Account (test@gmail.com)

Service Account (test@project_id.jam.gserviceaccount.com) What resources') What aC“OnS’)

Google Group (test@googlegroups.com)

Google Apps Domain (test@example.com)

-
0

project_a

InstanceAdmin ——»

/Example: Compute EnginstanceAdmin

List of Permissions

Google

Group compute.instances.delete

compute.instances.get
compute.instances.list
Rgle compute.instances.start
compute.instances.stop

L T

compute.instances.setMachineType

™~
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Service accounts

Specific to Google Cloud

Provideglentity for software/applications
Allows authenticated access based on a shared secret key
Servicaccount identified vaa@l address that includes Project ID

Must restrict permissionsageount (least privilege) so that account
compromise does not compromise entire project
Example

Service accolmtelssh@hanagypmpasa1 2520.iam.gserviceaccount.co
with role Cloud Datastore Viewer and Logs Viewer

O 1AM & admin

@  Privacy & Security

+2 [AM
[ Type Member 4 Name Role
O = level-ssh@handy-compass-212520.iam.gserviceaccount.com level-ssh Cloud Datastore Viewer

k Logs Viewer /
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mailto:level-ssh@handy-compass-212520.iam.gserviceaccount.com

e

- Can issue service account key to authenticate as a specm
account from console

Google manages keys for certain services aut&ypaEogiiyg
ComputeEngine

Must keep keys secure!

& level-ssh Z EDIT @ DELETE

Service account details

Name
level-ssh

Description
For access to cloud resources via ssh

Email

level-ssh@handy-compass-212520.iam.gserviceaccount.com

Unique ID

110817348896747515713

v SHOW DOMAIN-WIDE DELEGATION

4+ CREATE KEY

m CANCEL /
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™~

- Can associate service account directly to a resource (with
VMrun associated vadnvice account's role

E]E Compute Engine & VM instance details
Committed use discounts Details  Monitoring
B VMinstances @ level-ssh
B  Instance templates Remote access
SSH | ~ | Connect to serial console | ~
B Soletenant nodes

Service account

level-ssh@handy-compass-212520.iam.gserviceaccount.com

Cloud API access scopes

Allow full access to all Cloud APls
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Caution!

™~

. GCP credentials and keys should be protected at all times

AuditGithubBitbucketDockerhuhveb

Crawlers continuously looking for credentials on public repositories
Immediately regenerate keys if exposed
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|JAM roles

Users and accounts originally given roles (owner, editor, re
fixed permissions

But, each resource must have highly granular control over|

properly secure resources (e.g. many permissions)
Examples

e-Commerce site with a crashing bug
Developer wants to access logs is given reader access to instance
Can read logs to do job
But can also access all personal

Continuous integration tool used in DevOps is given editor ag

deploy updates
Can update code, but also modify storage buckets, compute instances,
configuration!

Must assign permissions at a granular level
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|AM complexity

complex policies
Organized via a hierarchy to ease management burden
Implement inheritance of permissions whefievegpermissions

trump lower ones

Set permissions across all projects at once
Set permissions of resources (i.e. 1000s of VMs/buckets in project) at

Commandine scripting, configuration management via comm
tools

Granular access control leads to thousands of permission:

C
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Resources

. .
Hierarchical management

example.com

|

; ’ '
example-dev example-test example-prod
\© @ & 6 O
Compute App Cloud Cloud Compute Cloud
Engine Engine  Storage Pub/Sub Engine Storage
| | 1
N e -
o] (o]
® ® ® ®©® ® ® ®
nstance_a  queus_a bucket_a topic_a instance_a instance_b bucket b  bucket ¢

Policy Inheritance
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Network security in the cloud




projeclievel)
%=  VPC networks
Y External IP addresses
= Firewall rules
N  Routes
& VPC network peering
P4  Shared VPC

4 .
Networldayer security

. Accessontrol based on network address and transport laye

Done via security groups (AWS and GCP)
Hostbased firewall rules (siolarmux iptabldsut defineat

Mame

api-
endpoint-
8008

default-
allow-
http

default-
allow-
https

tcp-
allow-
5000

Type

Ingress

Ingress

Ingress

Ingress

Targets

server-
on-8008

http-
server

https-
server

http-
5000

Filters

IP ranges:
0.0.0.0/0

IP ranges:
0.0.0.0/0

IP ranges:
0.0.0.0/0

IP ranges:
0.0.0.0/0

Protocols / ports

tcp:8008

tcp:80

tcp:443

tcp:5000

™~
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/Example: Security Groups in AWS

AWS Multi-Tier Security Groups

HTTP

Ports 80 and 443 only
open 10 the Internet

SSH/IRDP __

Engineering staff have SSH/RDP
access 10 Bastion Host

All other internet ports blocked by default «=*V

1
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/VPCs

- Virtual private clouds

Restrict access to only internal connections
AWS

Support for NATs between private nodes and the public Internet

GCP
CloudNAT and suppouiltiple interfaces

Name -~ Zone Recommendation Internal IP External IP Connect

& bookshelf us-west1-b 10.138.0.2 (nic0) 35.197.17.169 [7 SSH ~
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Billing
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" Billing

- Throughout the term, to get a feel for what costs money, chec

billing

= Google Cloud Platform $= MetaCTF ~ Q

DASHEOARD

a® Project info

Project name
MetaCTF

Project ID
metactf-166017

Project number
786797260822

9 Go to project settings

{} Resources

E‘E Compute Engine
3 instances

ACTIVITY

{=} Compute Engine

Data unavailable

—» Go to the Compute Engine dashboard

API APIs

Reguests (requests/sec)

A Mo data is available for the selected - irame

04

# CUSTOMIZE

&

9

@

Google Cloud Platform status

All services normal

Go to Cloud status dashboard

Billing

Estimated charges -UsD 50.15
For the billing period Apr 1 - 19,2018

View detailed charges

Error Reporting

™~
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= Google Cloud Platform §e MetacTF ~ Q

B Billing Charges this month

4= Go to billing

Product Resource Usage ~ Amount
Compute Engine  Standard Intel N1 1 VCPU running in Americas 427 44 Hour $20.30
Compute Engine Storage PD Capacity 661.03 Gibibyte-day $0.14
Compute Engine  Metwork Internet Egress from Americas to China  23.24 Mebibyte $0.01
Compute Engine  Storage PD Capacity Credit applied -50.14
Compute Engine  Standard Intel N1 1 WCPU running in Americas Credit applied -52.99
Compute Engine  Standard Intel N1 1 VCPU running in Americas Credit applied -56.29
Compute Engine  Standard Intel N1 1 VCPU running in Americas Credit applied -511.18
*Estimated charges before taxes, updated daily Total:-50.15
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View spending: Billing=>Reports
- Group by Product on the right

- Then view below graph to see
consumption per product




