women IN CYBERSECURITY

Yubikeys as an Instrument for Security Education:
Combating Apathy and the Lack of Computer Security Curricula in High Schools

By Leslie Choi and Rebecca Sexton-Lee

1. Internet + Phishing = ?
Lose your cash! Lose your house! Lose your business!  Lose your election! Lose your Instagram?
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2. Grim Statistics on Phishing 3. One reason? Passwords 4. Reuse is Rampant
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5. Broken Passwords Beget Broken Passwords 6. 2-Factor Authentication (2FA) to the Rescue?
e 81% of breaches leveraged stolen and/or weak passwords (2017 Verizon DBIR) :)hase Onllng:sameig@emalioafine:chazescoms 245 PM (d minutes:ago) &= \
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7. 2FA Issues 8. Yubikeys, WebAuthn, U2F to the Rescue?
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e And now.....vulnerable to attack E

Use your Security Key to sign in
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Insert your Security Key into your computer's USB port. If it

Alan Martin_martin has a button, tap it.

Don't ask again on this computer

9. Security with Usability for only $20! 10. A Yubikey curriculum Bl sion Us with Google

[l Sign Up With Facebook

23 Google: Security Keys Neutralized Employee  Phishing NG. Bypassing 2FA with Modlishka.
PhlShlng Written on January 2, 2019

Motivate the need for Yubikeys/U2F
Give participants Yubikeys
Have students use Google's 2FA wizard to register key — -
ow do social login and sharing activities
Swap laptops and login using the registered key vary among generations?
Why Google accounts?
o 93% of users prefer single sign-on via social login
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: “Currently, the only way to address this o Younger generation adopting social login quickly
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. L : . issue, from a technical perspective, is to with 97.9% preferring Facebook and Google for it.
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11. Deploy in CyberPDX 12. Track Outcomes to Determine Impact
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“I didn’t think I was good enough to pursue computer science, but...why wouldn’t I

be good enough?...I think we’re all pretty confident because we see that it’s very P()I'tl and St ate
simple to learn as long as you have patience in yourself and are not afraid to ask UNIVERSITY
questions.”

-Promising Practices for Engaging Adolescent Girls in Cybersecurity Education
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